Cookbook for Cisco Webex

This guide provides step by step guidelines for administrators to configure Cisco WebEx as
Cloud Service with Mobilelron Access.

Prerequisites
Verify that you have the following components in your environment:
o Cisco Webex (SP) Metadata File

You must download the metadata files to configure Webex if you have already configured the
application:

1. Login to Cisco WebEx with admin credentials.
2. Click Configuration > Common Site Settings > SSO Configuration.
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3. Click Export in "You can export a SAML metadata WebEx SP configuration
file".



Federated Web SSO Configuration

o it
acata Webex SP configuration fe: E3
nspec

4. Save the metadata file.

Configuring Cisco Webex in Mobilelron Access

You must now create a federated pair in Mobilelron Access.

Prerequisites

« Download and open the metadata file for Cisco Webex as downloaded
in Prerequisites. Copy the Entity ID from the metadata file.

Procedure
1. Login to Mobilelron Access administrative portal with admin credentials.

2. Click Profile > Federation.
3. Click Add Pair > Federated pair. The Choose Service Provider window opens.
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4. Select Cisco Webex as the service provider from the catalog and click Next to

configure.
5. Enter the following details to configure Cisco Webex:
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Certificate based Single Sign-On (SS0)
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o Enter a Name and Description.

o Select the Access signing certificate from the drop-down or click Advanced

Options to Generate Certificate or Add a New Certificate.

e Click Upload Metadata to upload the metadata that was downloaded in

Prerequisites.



Click Add Metadata to enter the Entity ID and Assertion Consumer Services URL. Open
the metadata file downloaded in Prerequisites and copy the Entity ID.

o

e (Optional) ) Select "Use Tunnel Certificates for SSO" to configure Cert SSO
on Mobilelron Core. See Appendix in the Mobilelron Access Guide.

Click Next to select and configure the appropriate identity provider.

Click Done when the identity provider is configured. The Federated Pair is now
created.

On the Federation page, download the Access SP Metadata (Upload to IDP) and
Access IDP Metadata (Upload to SP) files.

On the Federation page, click Publish to publish the changes to the profile.

Updating Cisco Webex (Service Provider) configuration

You must configure the Cisco Webex (service provider) settings with the IdP Proxy settings
to build a trust relationship.

Prerequisites

Extract the Entity ID from Access IDP Metadata (Upload to SP) downloaded
in Configuring Cisco Webex in Mobilelron Access.

Procedure

1. Login to Cisco Webex portal with admin credentials.
2. Click Configuration > Common Site Settings > SSO Configuration.
3. Click Site Certificate Manager.
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4. Click Import to import the Access IDP Metadata (Upload to SP) downloaded

in Configuring Cisco Webex in Mobilelron Access.

5. Onthe SSO Configuration page, configure the following fields:
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Field
Federation Protocol
SSO Profile

Webex SAML Issuer
(SP ID)

Issuer for SAML (IdP
ID)

Customer SSO Service
Login URL

NamelD Format

AuthnContextClassRef:
Single Logout
Signature Algorithm

for AuthnRequest
Auto Account Creation

Remove uid Domain
Surffix for Active
Directory UPN

data Webex SP configuration file

Value
SAML 2.0
SP Initiated

https://www.webex.com

https://access.<domainname>/Mobilelron/acc/4d856b40-
a380-4fa7-9060-6cedefdclfal/idp

https://access.<domain
name>/Mobilelron/acc/4d856b40-a380-4fa7-9060-
6cedefdclfal/idp

Unspecified

ur:federation:authentication:windows;urn:oasis:names:
tc:SAML.:2.0:ac:Classes:PasswordProtected Transport

Customer SSO Service Logout URL.:
https://access.<domainname>/Mobilelron/acc/4d856hb40-
a380-4fa7-9060-6¢cedefdclfal/idp/logout

SHA256

Selected

Selected

@ SP Initiated
[ AuthnRequest Signed
o IdP Initiated

Target page URL Parameter TARGET
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